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CIHIEHU®UKAIIA ONEHKW KOMIIETEHIIUHN
Omnenka KonkypcHoro 3amanusi OyJeT OCHOBBIBAThCS Ha KPUTEPUAX, YKa3aHHBIX B

tabmaure Nel:

Tabruya Nel

Ounenka KOHKYPCHOI'0 3aJaHUA

OueHuBaeMble aClEeKThl UMEIOT Pa3HbIl BEC B 3aBUCUMOCTH
OT HX CIIO)KHOCTH. CXeMa OIIEHKH IMOCTPOEHa TaK, YTOOBI
Ka)XKbIil aCIIEKT OLIEHMBAJICS TOJIBKO OJuH pa3. Hanpumep, B
3a/laHUU TIPENIUCHIBACTCSI HACTPOUTH KOPPEKTHHIE HMEHa
JUIS BCEX YCTPOWCTB, JAHHBIM AacleKT OyJeT OIICHEH B
MIEPBBIH I€Hb TOJIBKO OJIMH pa3 v IOBTOPHAs OLIEHKA IaHHOTO
acrieKTa MpoBOAUTHCS He OyneT. OTMHAKOBBIE ITYHKTHI MOTYT
OBITH TIPOBEPCHBI M OICHEHBI OOJIbINe, YeM | pa3, ecid Jyis
WX BBIIOJHEHUS IPUMEHSIOTCS pa3Hble HACTPOMKU WIJIM OHU
BBITOJIHSIIOTCSL HA Pa3HbIX Kiaccax ycTpoucts. [Iponemypa
OLICHKM  pe3y/lbTaTOB  BBINOJIHEHHUS  3aJaHusi  Oyzder
MIPOU3BOJIUTHCS B KOHIIE JTHSI KOHKPETHOTO MOJTYJISI.
OneHuBaeMble aCleKThl UMEIOT pa3HbIi BEC B 3aBUCUMOCTH
OT UX CcJOXKHOCTU. CXeMma OIIeHKH IMOCTPOEHA TaK, YTOOBI
Ka)XKbIil aCIIEKT OIIEHUBAJICS TOJIBKO OJUH pa3. Hanpumep, B
3a/laHUU TIPENIUCHIBACTCS HACTPOUTH KOPPEKTHBIE HMEHa
JUIS BCEX YCTPOWCTB, JaHHBIM acmeKkT OyJIeT OLIEHEH B
MIEPBBIH I€Hb TOJIBKO OJIMH pa3 ¥ NOBTOPHAS OIIEHKA JAHHOTO
acreKTa mpoBOAUTHCS He OyaeT. OTMHAKOBBIEC ITYHKTHI MOTYT
ObITH IPOBEPEHBI U OLIEHEHBbI Oouible, yeM 1 pa3, ecinu Jyis
WX BBIIIOJHEHUS IPUMEHSIOTCS pa3Hble HACTPONKU UM OHU
BBIIIOJIHAIOTCA Ha pa3HbIX Kiaccax ycTpoucts. [Ipouenypa
OLICHKM  pe3yJbTaTOB  BBINOJIHEHWUS  3aJaHus  OyJeT
[IPOU3BOJUTHCS B KOHIIE JIHS KOHKPETHOIO MOYJISL.
OmnpeneneHa peruoHOM B COOTBETCTBUU C HCIOJIb3YEMbIMU
OC u cereBbIM  0OOpYIOBAHHEM:  HCIOJb3YETCS
BUPTYaJIU3alUs U CKPUIITHI.

3ajaHue, YyKa3aHHOE B 3TOM JOKYMEHTE, SIBJIIETCS
IIPUMEPHBIM KOHKYPCHBIM 3afaHueM. Kaxnaplii pernon
ONPEJIENSIET COCTAB 3TOI0 MOAYJIsl CAMOCTOSITENBHO.




rev. 0

1.1. KOHKYPCHOE 3AJIAHHUE
@opmar yyacTus: KOMaHIHBIM, 2 4eJIOBEKa B KOMAHJIE
BospacThoii niens: ot 14 ner
O6was npoaoIKUTeNsHOCTs KouKypcHOro 3aganus’: 12 u.

KonnuecTBO KOHKYPCHBIX JHEN: 3 JHS.

BHe 3aBucuMocTH OT KOJIMYecTBa MOy ek, KOHKypCcHOE 3a1aHne JOJIKHO BKIIIOYATh
OLICHKY T10 Ka)KJJOMY U3 pa3/iesoB TpeOOBaHUN MO KOMIIETEHIIUH.

OneHka 3HaHUHM YYaCTHUKA JOJKHA TIPOBOJUTHCS YEPE3 NPAKTUUECKOE BBINOJHEHHE
KonkypcHoro 3amanus. B gomnonHeHre MOTyT y4UTBIBaThCs TpeOoOBaHMs paboroaarenen
JUTSI IPOBEPKU TEOPETUYECKUX 3HAHUI/OLEHKHN KBaTU(UKAIUH.

KonkypcHoe 3amanue coctour u3 3 Moayseil, oOliee KOJIM4ecTBO 0asuioB
KOHKYpCHOro 3afanus cocrasisier 100.

OneHka KaKJ10ro JTHS OCYLIECTBIISIETCS B COOTBETCTBYIOIINI IEHb.

1 . .
Vkasvisaemcs cymmaproe pems Ha evinoanenue ecex mooyneti K3 00HUM KOHKYPCAHMOM/KOMAHOOU.



1.2. Crpykrypa MoayJeil KOHKYPCHOIO 3aJaHUs

TpedoBanusi k padouemy mMecTy, cpeae BUPTYAJM3allMU U pecypcaM

3alaHue He MOJPa3yMeBAET UCIOJIb30BAaHUE MHOKECTBEHHBIX (DU3UUECKUX pabounx
MECT, a TAK)Ke PU3NYECKUX KOMMYTAaTOPOB M MaplIpyTu3aTopoB. Pabouee mecTo yuacTHHKa
noapazymeaet Tosbko 11K ¢ qoctynom k uaTepdeiicy cpeabl BUPTyaau3alu.

i opranuzanuu  jJabopaTopHOM HWHQPACTPYKTYphl MOAoMAeT mrobas cpeaa
BUPTYaJIM3alMK C MOAJNEPKKON TexHonorui vlan/trunk u BO3MOKHOCTBIO KJIOHUPOBAHUS
BUPTYaJIbHBIX MAIlIMH WJIU pa3BepTbiBanuss BM u3 mabioHa.

JlomycTUMO UCIOJIb30BaTh pabouee MECTO yYacTHUKA KaK CepBEp BUPTyalH3alUU
Opy HAJIMYUKM HA HEM JIOCTaTOYHOrO 00beMa pecypcoB, OJHAKO TaKOM MOAXOHA He
PEKOMEH/IOBaH B CHIIy MaJjOW HaJIEKHOCTH U MPOOJIEeM ¢ 00CITy )KUBAaHUEM.

JlaGopaTopHblii CTEHA JUIsl BBIIOJIHEHHS] JIaHHOTO 3aJaHusl NpU YKa3aHHBIX B
COOTBETCTBYIOLLEM pazzelie, npeayctaHoBieHHbIX OC (HanpuMep pa3BepHYTHIX U3 00pa3a)
UMEET CIIeIyIONIUe TPeOOBaHUS K pECypCaM.

MuHuManbHbIe CUCTEMHbBIE TPEOOBAHMUS
e 816 O3y
® 2-4 MpONECCOPHBIX si/pa
e 120 16 SSD-npocTpancTBa
® UHTEpHET Ha CKOPOCTH HE MeHee 5 MOUT/c

PexomeHni0BaHHbIE cUCTEMHBIE TPEOOBAHUS:
12+ 16 O3Y

® 4-8 mpoIECCOPHBIX sapa

e 200 r6 SSD-npocTpancTBa

® UHTEpHET Ha CKOpocTH He MeHee 10 MOuT/c

OnepaunoHHbIe CUCTEMBI:

VM OS GUI Locale
FW-KJA OPNsense 23.1 - en_US
RO-KJA Debian 11 - en_US
SRV-KJA Debian 11 - en_US
PC-KJA Debian 11 MATE en_US
APP-KJA Debian 11 - en_US
FW-VVO OPNsense 23.1 - en_US
PC-VVO RedOS 7.3.2 MATE ru_RU, en_US
SRV-VVO RedOS 7.3.2 - ru_RU, en_US




GUEST-VVO RedOS 7.3.2 MATE ru RU, en_US
VDS Debian 11 - en_US
ClientOMS Debian 11 MATE en_US
ClientIKT RedOS 7.3.2 MATE ru_RU, en_US




CTexk TexXHOJIOTMi, 3HAHUE KOTOPBIX TpPeOyercs ISl BBINOJHEHHUS 3aJaHHUS H
BO3MO’KHBIX M3MEHEHUH B 3a1aHMU B paMKax 30% M3MeHeHu:

Hactpoiika [Pv4 appecanun
Loopback-unTtepderice
DHCPv4
NAT, PAT, IIpoGpoc nopToB
Craruueckasi MapuIpyTH3aIMs
Jlunamuueckas MapuipyTH3aIus
VPN

o Site-to-site VPN

o Site-to-client VPN
LLDP
[Tonp30BaTeNn U TPYMIIBI
AAA
YcraHoBKa MPOrpaMMHOTO 00€CTICUCHUS
DNS (FWD, REV)
Certificate Authority
Be6-cepep, SSL
FTP
NTP/Chrony
SSH
Kypuanuposanue, Monutopunr (syslog, rsyslog)
Homen IPA (FreeIPA)
OO6navHbIe XpaHUIUIIA
Konreitnepsr Docker

O YCTaHOBKA U 3aIlyCK KOHTEHHEPOB;
o IIpobpoc nmopTos;

o CBs3b MEXKIy KOHTEHHEpaAMH;

O VYmnpasieHHe KOHTEMHEpaMH.



3AJIAHUE

IIpeamoOy1a:

B cnydae, ecnu B TEKCTE 3a1aHUA HE YKAa3aHO UHOE, BCE MOJIb30BATEILCKUE YUETHBIC
3aMUCH JOJKHBI UMETh mapoib P@sswOrd.

Ha mexcereBbix sxpanax FW* jorun/maposis mo ymoganuio - root/opnsense

Ha xommnbiotepax ¢ Debian 10/11 norun/maposib Mo yMOJYaHHIO - root/toor u
user/P@sswOrd, mons3oBatens user He uMeeT sudo-npasa.

Bce mnpoBepku paboThl KIMEHTCKUX TEXHOJOTHM (caiiToB, KIMEHTCKUX VPN
MOAKIIOYEHUM U T.11.) OYyT BBITIOJHATHCS W3 MO MOJIB30BATEIS USET COOTBETCTBYIOIIUX
KJIMEHTCKUX MamuH. CalTel Oy1yT MpOBEPSTHCS Yepe3 CTaHIapTHBIN Opay3ep KIHMEHTCKOM
OC (nns Windows - Edge, s Debian - Firefox mis RedOS - Chromium).

[Ipu BBIOJIHEHWM HACTOAIIETO 3aJaHUsl BCErja HYXXHO PYKOBOJICTBOBATHCS
PaBUJIOM HAUMEHBIIINX MPUBUIICTHUM.

KoHconbHBIN 10CTyn K BUPTyaJdbHOM MalivHe npoBaiaepa ISP s yyacTHuka He
npeanonaraerca. Cienure 3a TeMm, 4ToObl BUpTyasibHas MamuHa ISP Obuta BkitoueHa B
TEYEHUE BCETO BPEMEHH BBITIOJIHCHUS 3/ I1aHUSI.

O6paTtuTe BHMUMaHue, 4TO mpoBainepckas aapecarus 100.64.0.0/10 otHOCHTCS K
cepoMy (Y4acTOTHOMY) JAHMAmNa3oHy aJpecoB, YTO MOXET MOTPeOOBaTh JOMOJTHUTEIBHBIX
HACTPOEK Ha TPAHUYHBIX CETEBBIX YCTPOMCTBAX MEKCETEBOr0 3KpaHupoBaHus. OJIHAKO, B
tepmuHonoruu 3ananus, cetb 100.64.0.0/10 oTtHOCHTCS K BHEmHHM (“O€ibIM’) CeTsIM,
HapsiAy ¢ “OeNbIMU’ CETSIMU U3 PealbHOr0 MHTEpHETA.

3Hak * (3BE30YKa, aCTEpUCK) B 3aJaHUU SIBISETCS IOACTAHOBOYHBIM 3HAKOM
3aMEHSET NPOU3BOJIBHYIO MOCIEI0BATEIbHOCTh CUMBOJIOB OT Haudaja CTPOKH WU
IPOOETHHOTO CUMBOJIA JI0 IPYTOro MpoOeIbHOTO CUMBOJIA WK KOHIIA cTpoku. K mpumepy,
IpH yKa3aHuu Ha ycTpoiicTBo FW* nMerorcs BBUIy Bce yCTpOWMCTBA B 3a/1aHUU, Ha3BaHHE
koTopeix HaumHaetcs ¢ FW, nanpumep FW1, FW-MSK, FWabc u 1.11., a ipu ykazanuu
cereit *MSK mmeroTcs B BUIy BCE CETH B 3aJIaHMH, Ha3BaHHE KOTOPBIX 3aKaHYMBACTCS HA
MSK, nampumep LAN1-MSK, SRV-MSK, dmzMSK #u T.11.

Omnepammonnas cucreMa OPNsense B wuHTepdeiice NMpu Ha3BaHUU HEKOTOPBIX
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00BEKTOB HE AOITYCKACT NCIIOJIb30BAHNC CMMBOJIA , B TAKOM CJIy4ac €ro MOXHO 3aMCHATb
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Ha 3HaK “ ", HO TOJIBKO TaM, I'Ji€ yKa3aTh ‘-’ HEBO3MOKHO.
ITpu nactpoiike FreeIPA FQDN B o0s3aTensHOM nopsiike TpeOyeTcs yKa3blBaTh B

HUYKHEM PETUCTpE.

IpeabicTopus:

OnHaxapl, B OAHOM JaJIbHEM-AaTbHEM BOCTOYHOM PErMOHE KOMaHJia M3 JIBYX IOHBIX, HO
JOCTaTOYHO KOMIIETEHTHBIX CHCTEMHBIX aJMHHUCTPATOPOB B3sJIaCh 33  IMPOEKT
opraHuzanuu ceteBod M cepBepHod wuHppacTpykTypsl migs OOO CuOUrpCrpoit -



HEOOJIbIION, HO MEPCIEKTUBHON KOMIIAHUU IO pa3padOTKE UIPOBBIX MOJAOB U XOCTHUHTY
UTPOBBIX cepBepoB. Ha Tekymiuii MOMEHT B OpraHu3aluu UMeeTcs J1Ba oduca, B ropoaax
Kpacnosipck (BHyTpennee ob6o3naueHue KJA) u Bnaguoctok (VVO) u BUpTyalbHbBIN
CepBEp B MHTEPHETE C KOJOBbIM HazBaHueM VDS. Bce nannoe o0opyaoBanue B (punmanax
TOJILKO YTO PaclaKoBaHO, ONEPAMOHHBIE CUCTEMBI TPENYCTAHOBIICHBI, IONOJHUTEIbHYIO
uHpopmaiuio o npeaycraHoBieHHOM IO MoxXHO HallTH B paszzaeniax MpegoCTaBIEHHOIO
BaM /I pabOThI TEXHUYECKOTO 3a/1aHud. J{JIs IHMPOKONOIOCHOTO A0CTyna K ceTh lHTepHer
Halel KOMIIAHMEW 3aKkiIoYeHbl JOroBOpa C IIpoBaiifiepaMu HMHTEpHETa sl 000Ux
dbunuaaoB ¢ mpeaocTaBiIeHUEeM “0ebix” 1p-aapecoB *(moapoOHee Mpo CeTH MpoBaiaepoB
B pazzene “TexHuyeckoe onucaHue 1abopaTopHoil UHPPaCTPYKTYphl U o01IMEe TpeOOoBaHUs
K peannzaiun’). Takxke, y HacC ecTb napa MOCTOSHHBIX KJIMEHTOB B ropojax OMCK u
HpkyTcK, KOTOpbIE C PajOCThIO MpeAocTaBAT HaM cBou Kommbiorepbl ClientOMS u
ClientIKT nnst TectupoBaHusl YAQJIEHHOTO JOCTYIa K BEJMKOJIEITHBIM CEpBHCAM Hallel
KOMIIaHUH.

Cxema |P-agpecanum u cxema noaKJIKOYEHUIA.
Cxema ajpecaluy JIOKaJbHBIX CETCH B 3aJaHUM pa3padaThiBacTCs y4YaCTHUKAMH,
OJTHAKO TPeOYeTCs MPUACPKUBATHCS CIACAYIOIIUX YCIOBUM:
1. Jlyis 7OKaJIbHBIX CE€TEH MCTOIB3YETCs TOIBKO IPUBATHAS aJlpecalus U3 CTaHIapTHBIX
NPUBATHBIX JIHAMA30HOB.
2. Bce ceru, coequHsIIONINE 1Ba MapIIPYTU3aTOPa, BKIIIOYAs CETH TyHHENeH site-t0-site
JTOJDKHBI UMETh MacKy ceTu /30.
3. Bce ocranbHble IOKaJdbHBIE CETH, BKIOYas KineHTckue VPN-ceTu, T0KHBI UMETh
aapecanuio ¢ Mmackou /24. [Ipu 3TOM HUTI030M 10 YMOJTYAHUIO B TAKUX CETAX JOJDKEH
OBITH MEPBBII UK TTOCIIETHUHN aJIpeC B CETH, MOCIE IPUHSITHS PEIICHUS TI0 aIpecaliuu
IUTI030B TI0 YMOJTYAHUIO, UCTIOJIB3YHTE aHAJOTHYHBIE (TOJIBKO MEPBHIEC MM TOJIBKO
MOCIIETHUE) ajipeca JJI UTI030B BO Beel MH(ppacTpyKType.
4. Bce anmpeca loopback Ha MapmipyTH3aTOpax J0KHE UMETh HHIUBUIYAJIBHYIO MAacKy
/32, HO TIpH 3TOM OBITH U3 OJHOTO OOIIIETO AHuamna3ona /24.

Cers | YcTpoiicTBO Anpec/Macka o3
INTERNET | FW-KJA 100.67.32.80/26 ISP — nepBbrIit anpec B cetn
FW-VVO 100.127.90.57/27 ISP — epBbIii anpec B ceTn
VDS 100.99.90.101/28 ISP — epBbIii azipec B ceTu
ClientOMS 100.108.128.45/28 ISP — nepBbIit ajipec B ceTn
ClientIKT 100.119.127.130/29 ISP — nepBbIii ajipec B ceTn
DNS-cepBep 100.100.100.100
NTP-cepBep 100.101.102.103
FW-RO-KJA [ FW-KJA STATIC
RO-KJA STATIC FW-KJA (OSPF)
LAN-KJA | FW-KJA STATIC




PC-KJA DHCP RO-KJA

SRV-KJA|RO-KJA STATIC
SRV-KJA STATIC RO-KJA

DMZ-KJA | FW-KJA STATIC
APP-KJA STATIC FW-KJA

LAN-VVO [ FW-VVO STATIC
PC-VVO DHCP FW-VVO

SRV-VVO | FW-VVO STATIC
SRV-VVO STATIC FW-VVO

GUEST-VVO | FW-VVO STATIC
GUEST-VVO DHCP FW-VVO

LAN-VWO
VL 1011

3 I_l_ an
WPEAOC BEEAO0C WPEAOC
PC-VVO SRV VVO GUEST-WWO!

LAN-VWO
VL 1012

DMZ-KJA

o ary vSW-VWO

‘ I (preconfigured)
‘ o vvO

!
!
!
[
!
!
1
I VL1010
!
!
[
!
!
1
g

FW- 'KT \ I‘K 'UP[ Jsenss

FW-KJA Dpl—Jssnso
OB AL \ . 100.127.90.57/27

ﬁ 100.100.100.100 - DNS-cepBep

100.101.102.103 - NTP-cepsep

( VWO-ISP

)

100.99.90,101/28 =debian
ClientOMS VDS

VOS-ISP

100.108.128.45/28

L]

ClientIKT
100.119.127.130/29

Moayas b: HacTpoiika TeXHUYeCKMX U POrPAMMHBIX CPECTB
HH(OPMAIHOHHO-KOMMYHHUKAIMOHHBIX ccTeM (4 yaca)

1. Hacrpoiite IPv4-agpeca coriiacHO cXxeMe aJipecalii:
1.1. Hactpoiite agpeca nuiro3a o yMOJI4aHUIO, TJe 3TO TpeOyercs;
1.2. Ha FW* u R* nactpoiite onrcanus nHTep(EHCOB, COTIIACHO CXEME CETH

»-.-..__..__.._
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1.3.

Ob6ecneuste orcyrcTBUe IPv6 anpecanmm Ha FW™* Ha Bcex uHTepdeiicax,
UCKITIOUEHHUE oMy CcKaeTcs ToabKo A loopback-unrepdeiicos.

Hactpoiite untepdeiice loopback na Bcex FW* u R*.
Hactpoiite nMeHa BceX yCTPOUCTB COIJIaCHO TOITOJIOTHM.

Bce YCTpOﬁCTBa AOJDKHBI MMCTb JOCTYII B MHTCPHCET, €CJIIM B 3aJdHHMMU SABHO HC

yKa3aHO MHOTO.
Hacrpoiite OSPFv2 mexay RO-KJA u FW-KJA

5.1.
5.2.

5.3.

5.4.

5.5.

5.6.

FW-KJA nomxken y3naBath o cetu SRV-KJA uepe3 OSPF.

RO nmomxeH mosiydarb MapuipyT MO YMOJIYAHUIO M JIpYyTH€ HEOOXOAMMBIE
mapuipyTbl oT FW-KJA uepe3 OSPF.

He wucnons3yiiTe cratudeckue MapumipyThl 10 3THX ceTed. CraTuueckue
MapuIpyThl IPUMEHUMBI TOJIBKO B KAYECTBE BPEMEHHON MEPBI.

MapiupyTsl 10 loopback nnTepdeiicoB Takxe AOKHBI pACPOCTPAHATHCS 110
OSPF.

RO-KJA nmomxen OBITH 3amuiieH OT BOpoca MapuIpyToB C HHTepdeicoB
cMOTpsLIUX B cTOpoHy cetu SRV-KJA.

FW-KJA nomxen ObITh 3allUIeH OT BOpoca MapHipyToB ¢ WHTepdeiica
cmoTpsiero B cropony cereii LAN-KJA, DMZ-KJA.

B ¢unmane VVO pazsepuure nomeH vvo.jun.profi Ha 6a3e FreelPA ¢ koHTpoaaepom

noMeHna Ha cepepe SRV-VVO. Ilpu pa3BepThiBaHUMU YUTUTE, YTO 3TO YCTPOMUCTBO
takke OyneT BeimoHATh GyHKIMu DNS 1 DHCP cepgepa B ¢punuane VVO. Taxxke,

BBIIIOJIHUTC CJICAYIOIINUC I[CﬁCTBPI)I B Pa3BCPHYTOM NOMCHC!:

6.1.
6.2.

6.3.

6.4.

Coznaiite mosb3oBatenei den u alex, mOMECTUTE UX B TPyIITy jun-USErs
Brenute xommnbpiorep PC-VVO B nomeH, ob6ecriedbTe BO3MOKHOCTh BXOa MO/T
BCEMH JOMEHHBIMHM YUYETHBIMU 3anucaMu Ha naHHbiid 11K,

Coznaiite mpaBuiio, paspelaroiiee TOMEHHOMY TMojb30Barento admin
UCIOJIb30BaTh sudo Ha BCEX KOMIbIOTEpPaX B IOMEHE 0€3 OrpaHUYCHUSI.
ObecnieubTe  JTOMEHHOMY MOJb30BaTento admin, TociHe  yCHENIHOU
aBTopu3aiuu Ha kommbeoTepe PC-VVO, BO3MOKHOCTB 3aX0UTh B UHTEPdEIC
FreelPA 6e3 ucnonb3zoBanus maposns. s ayTeHTUDUKAIIMT 1 aBTOPHU3AIUN
ucrnons3yire Kerberos.

Hacrpotite nadpacTpykTypy paspenieHus UMeH B rinanax clIeayoM 00pa3om:

7.1.
7.2.

7.3.

DNS-cepBep B punmane KJA pacnonaraercs Ha FW-KJA.

DNS-cepBep B punmane VVO pacnonaraercs Ha SRV-VVO u unterpupoBan
¢ noMeHoM FreelPA.

Bce ycrpoiicTBa B JOKaJIBHBIX CETAX JOHKHBI oOpamathest ¢ DNS 3anpocamu
k DNS-cepBepam coOTBETCTBYIOMIUX (DHUIINATIOB
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10.

7.4. VYxazannubie DNS-cepBepa J0JKHBI BBITIOTHATH nepecbuiky DNS 3anpocos ot
JOKanbHBIX KIMeHTOB Ha DNS cepsep npoBaiiaepa, ykazanuslii B Cxeme [P-
aJpecaluu.

7.5. Client* u VDS pomxusl oOpamatbess ¢ DNS 3ampocamu Ha cepBep
npoBaiiziepa, ykazanuslii B Cxeme [P-anpecanum.

7.6. Hacrpolite ais Bcex yctpoiictB puimanoB B KpacHosipcke n BnaguBocToke
JIOMEHHbIE UMEHA B 30Hax kja.jun.profi u vvo.jun.profi COOTBETCTBEHHO.

7.7. Bce ycTpoiicTBa JOHKHBI OBITH JOCTYIHBI B JJOKAIBbHBIX CETAX BCEX (PUINATIOB
0 MMEHaM B COOTBETCTBUU C TOMOJIOTHMEH B JOMEHAX COOTBETCTBYIOLIUX
¢umuanos. K npumepy srv-kja.kja.jun.profi wim pc-vvo.vvo.jun.profi

7.8. B pamkax kaxuoro ¢uiauanra KOpPOTKHE HMeHa JO0DKHBI aBTOMATHYECKHU
JIOTIOTHSATHCS JOMEHHBIM UMEHEM COOTBETCTBYIOIIETO (uInana

7.9. Cospnaiire o6patnyto 30Hy(bI) DNS B nomennom DNS-cepsepe SRV-VVO,
yToOBl Bce ip-aapeca B ¢umuane VVO, xkpome cetn GUEST-VVO,
pacmrgpoBBIBAIUCH B COOTBETCTBYOIIKME UM DNS-nMeHa.

Hacrtpoiitte DHCP-cepep Ha FW-KJA nns knuentoB cetn LAN-KJA, a takxke Ha

SRV-VVO nns xkmuentoB ceteit LAN-VVO u GUEST-VVO. DHCP-ceprep nomkeH

nepenaBaTh KJIMEHTaM BCE HEOOXOJUMBbIE ONUUUA JJsi paboOThl B CETH U

B3aMMO/JICHCTBUS C IPYTrUMHU yCcTporcTBaMU U ceTsiMu 1o [P u DNS numenam.

8.1. BrimaBaemblil [uanazoH agpecoB JIOJDKEH OCTABISTH CBOOOIHBIMH pOBHO 10
agpecoB B Hayaje CETH, 3ape3€pBUPOBAHHBIX U1  JAJIbHEUILEro
UCIIOJIb30BAHUS, BCE OCTAJIbHBIE aJipeca JOJDKHBI NpeIHAa3HAdaTbCs IJIsl
BeI1auyn kauentaM no DHCP.

Hacrpoiite Heobxoaumbie mapamerpsl Ha ycrporictBe FW-VVO Takum o6paszowm,

yto0bI KHeHTaM B ceTd LAN-VVO u GUEST-VVO anpeca BbinaBan cepsep SRV-

VVO.

Hactpolite cuEXpOoHU3aln0 BpEMEHU

10.1.  Cepgep Tounoro Bpemenu B ¢pumnane KJA pacnomaraercs na SRV-KJA.

10.2.  Cepgep Tounoro Bpemenu B ¢punnane VVO pacnonaraercs Ha FW-VVO.

10.3. Bce ycrtpoiicTBa B JIOKaJIbHBIX CETSIX JODKHBI HCIIOJIB30BAaTh yKa3aHHBIE
cepsepa.

10.4. Bce cepBepa W KIMEHTHI, KOTOpble mojaepkuBaloT Chrony gOMKHBI
UCII0JIb30BaTh JAHHYIO pealn3aluio mporokona. Ha ycrpoiicTBax, KOTOpbIE HE
nonaepxxkuBaroT Chrony momyckaeTcst UCIOIb30BaTh cTaHAapTHRIA NTP.

10.5. VYka3aHHbIe cepBepa BpPEMEHH, a TAKXKE CEpBepa U KIMEHTHI BO BHEIIHUX CETIX

JTOJKHBI CUHXPOHM3UpOBaTh cBoe Bpemss ¢ NTP cepBepom 1o aapecy
100.101.102.103.
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11.

12.

13.

14.

15.

16.

10.6. HactpoiiTe yacoBoil MOSIC Ha BCEX YCTPOMCTBaX B COOTBETCTBUU C HX
reorpaguueckuM pacrnoioxxkenueM. /s mammnasl VDS nenons3yiite yacoBoi
nosic Kpacnosipcka.

VYcranosute mnonw3oBarento PC-VVO SAungexc bpaysep. ns yaoOGctBa palOoTh
co3zaiiTe sl HEero ApibIK Ha paboyeM CToJIe.
Hacrpolite mpaBuia MexXceTeBoro skpanupoBanus 11 cetu DMZ-KJA:

12.1.  VYcrpoiictBa B ceTsix DMZ-* He 70MKHBI UMETh BO3MOKHOCTH MHUIUUPOBATh
COCIMHCHHUS K KIWEHTAM B TIPUBATHBIX CETAX OpraHU3aIMH, MPH STOM
BXOJISIIIINE COSTMHEHMSI U3 BCEX OCTAIBHBIX JIOKAIBHBIX ceTeil B cetu DMZ-*
JOJDKHBI OBITh pa3pelieHBI.

12.2.  VYcrpoiictBa B cerasx DMZ-* He AOMKHBI UMETh JIOCTyNa K MHTEPHETY, 3a
UCKJTIOYCHHEM TOAKIIOUEHHBIX peno3uTopueB OC ans yCTaHOBKH W
oOHOBJIeHUs akeToB U nosiHoro IPv4 nocryna k cepeepy VDS.

12.3. Ilpu HEOOXOAMMOCTH, JOIMYCKAETCS BO3MOXKHOCTH OTKPHIBATH KOHKPETHBIC
JIOTIOJTHUTEIIBHBIC TIOPTHI, HEOOXOIUMBIE JIJISI BBITTOJIHEHUS 3aJaHMSI.

Hacrtpoiite 3amumennasiii VPN-tynnens FW-KJA<=>FW-VVO co crenyrommu
napaMeTpaMu:

13.1. Texuonorus VPN Ha Bam BeiOop: [Psec, OpenVPN, WireGuard.

13.2. Hcnonw3yiiTe cOBpeMeHHbIE HaJeKHbIe MPOTOKOIbI mudpoBanus AES, SHA -
2 unmu ChaCha20.

13.3. He  nomyckaeTcss  HCHOJB30BaHME  MPOTOKOJOB  MIU(GPOBaHUS |
ayTeHTU(UKAIIUU C IJTMHOMN KITtova/xerra MmeHee 256 OurT.

13.4. Hactpoiite mapmpytuzanuo, NAT u mMexceTreBol 3KpaH TaKUM 00pa3om,
9T0OBI TpaduK I Apyroro oduca He HATUPOBAJICSA U HE OJJOKUPOBAJICS

Hacrpotite paboty OSPF mexny R* u FW*, urobsl Bce mapuipyTuzatopsl UMenu
MOJIHYI0 UH(GOPMAITUIO O MapIIPYTOB BO BCE JIOKAIBHBIE CETH BCEX (PUIIUATIOB.
Hacrpoiite nienTpann3oBaHHblid cO0p *KypHanoB syslog Ha SRV-KJA.

15.1. Kypnansl 10KHBI XpaHuThes B (aiinax /opt/logs/[hostname]/[program].log,

re
[hostname] - »To KOpoTKOE WIM TMOJHOE JOMEHHOS UMS MAaIlUHBI,
peI0CTaBUBIICH COOTBETCTBYIOIIHE COOOMIeHMS,

[program] - mms nmporpammel o onpezaenenuto BSD syslogd.
15.2. RO-KJA u APP-KJA momKHBI 3alMCBIBaTh TOJIBKO COOOIICHHMSI warning u
Oomee BaXHBIC.

15.3.  SRV-KJA noipkeH 3aluchiBaTh TOJBKO COOOIICHUS €ITOr U HUKAKUE APYTHE.
15.4. FW-KJA nmomkeH 3amuchIBaTh COOOIICHHUS OT CIyk0O ospf ypoBHS He McHee
notice; a TakyKe COOOIIEHHUS OT JIFOOBIX CIIY>KO YPOBHS HE MEHEE erTor.
OGecneusTe aBTopm3amnuio nonb3oBatenert ceth GUEST-VVO wuepes captive

portal.
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16.1. Jlns aBTOpM3auMM HCHONB3YyHTE JOKaJbHOro mnois3zoBarens FW-VVO c

HUMEHEM guest.
16.2. Jloctym K ceTeBbIM pecypcaM JOJDKEH TMOSABIATBCS TOJIBKO IOCIIE

aBTOPU3AIINH.

16.3. Ilonp3oBarenu JaHHOW CETH JOJKHBI UMETh JIOCTYN B UHTEPHET U HE UMETh

JOCTYTa K JIOKAIBHBIM pecypcam, KpoMe HEOOXOIUMBIX JJisl BBITTOJTHEHUS

3aJaHus.

Moayas /I: O0ecnieuenne 0TKa30yCTOMYMBOCTH M aBTOMAaTU3anus (4

yaca)

1. O6ecneuste noaxitoueHue kiaueHTa ClientIKT k cepsepy VPN na FW-KJA.

1.1.
1.2.
1.3.

Texnonorust VPN na Bam Be16op: IPsec, OpenVPN, WireGuard.

Knuent gomxen umeTs noctyn k cepsepam B cetd SRV-KJA u DMZ-KJA.
CoenuHeHue JOJKHO aBTOMATHMYECKH YCTAaHABIMBATHCA MPU BKIIOUECHUU
KOMIIBIOTEpA WIJIM BXOJIE TIO]I TTOJIb30BATENIEM USET.

2. Hactpoiite CA Ha SRV-KJA co crnenyromuymMu mapameTpamMmu

2.1.
2.2.
2.3.
2.4,
2.5.
2.6.

Ucnonb3yiite /opt/ca B kauecTBe KopHEeBO# AupekTopuu CA.
Crtpana: RU;

Opranuzanus: JUN PROFI

CN nomxen 6b1Th yeTanoiieH kak JUN PROFI CA.
Coznmaiite kopHeBo# ceptudukar CA.

SRV-KJA u PC-KJA nomxnsl noBepsats CA.

3. Ha cepsepe APP-KJA nomken 0vTh pazBepHyT WEB-cepBep koprnopaTuBHOTO

nopTajia OpraHu3aIuu:

3.1.

3.2.

3.3.

3.4.

3.5.

3.6.

3.7.

daiiel caiiTa JOMKHBI pacrojiaraThCs B IUPEKTOpUH /var/www/portal
CaliT 10JDKEH OTKPBIBAThCS 0 aapecy corp.jun.profi

OO6pamenue K calTy W3 BHYTPEHHHX CETEH OpraHM3allid JIOJDKHO
IPOUCXOAUTh TOJIBKO IO BHYTPEHHUM KaHAllaM CBSI3M, OJHAKO CaMlT
JIOJIKEH TaKKe OBITh TOCTYIICH M BHEIITHUM KJIIHEHTaM 10 TOMY K€ aJIpecy.
Jlns paboTOCTIOCOOHOCTH TIOpTalla W3 BHENIHEr0 MHpa, IepeaanTe
HEO0OXOIMMBIE HACTPONKH XOCTHHT-TIPOBAKIEPY.

Caiir nmomkeH copaepaTh ciaemyromuid Teker “Welcome to secure
corporate portal jun.profi”

Caitt  nomken (QyHkuumonupoBatb 1o mnporokony HTTPS. Ilpu
oOpamennn o mpotokory HTTP gomxken mporcxoauTh aBTOMaTHYECKUN
penupext Ha HTTPS.

WEB-cepBep JOJKEH MMETh cepTuduKar, MOAIMCAHHBIN
KOPIOPATUBHBIM LIEHTPOM CEePTUDUKALINU
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3.8. Caiit nmomxen otkpsiBathes ¢ PC-KJA u PC-VVO 06e3 ommbok u
HpeayIpPEKICHUMN.

3.9. Ilpu obOpaimenuun kK cepBepy Mo ip-aapecy uiu aoodomy apyromy DNS-
MMEHHU, KpOME aJipeca KOPILIIOPTalia, CEpBEP OJDKEH BbIIaBATh OIIUOKY
404,

4. OOecrneubTe NOAKIIOYEHUE YAAIEHHOTO coTpyaHuKa ¢ kommbiorepa ClientIKT k
KOpIopaTUBHOMY TopTaiy https://corp.jun.profi cienyromum oOpazom:

4.1. nocpencteom VPN-noakmatoyeHus1, KOria OHO aKTUBHO.

4.2. mocpeACcTBOM JOCTyNHa IO BHEIIHEMY aJipecy, KOrja vpn-coeIuHEHUe
HEAKTUBHO.

4.3. OTkpbiTHE TIOpTAJia HE JOJDKHO BBI3BIBATH OMIMOOK U MPETyNnpekaCHUI
0€30IacCHOCTH.

5. Cosnaitre nons3oBatens admin Ha APP-KJA, u no6aBbte ero B rpynmy ftpusers.

6. Hactpotite mpaBa moctyna s kataiora /var/www Ha APP-KJA cnemnyronium
obpazom:

6.1. mosip3oBarenb admin T0KEH UMETH TTOJTHBIC TIPaBa HA YTEHHUE U 3aITUCH B
yKa3aHHBIN KaTaJloT ¥ BCE €ro MOJIKaTaIoTH.

6.2. 0OBIYHBIC MOJB30BATEIM HE JIOJDKHBI UMETh IPaB Ha 3aMHUCh B JaHHBIM
KaTajaor

6.3. ciy>kObl HACTPOEHHOT'O paHee BeO-cepBepa JOMKHBI UMETh HEOOXOIUMbIC
npasa st paboThI caifTa.

7. Hactpotite o6mmuit noctyt k ¢aitnam Ha APP-KJA mo npotokomy FTP.

7.1. Jloctyn moikeH OBITh TOJBKO Y TIOJIb30BaTeNiel rpynisl ftpusers.

7.2. FTP-cepBep IOMKEH MPEAOCTABISITH JOCTYN TOJIBKO K COACPKHUMOMY
Manku /var/www/ U BIO)KEHHBIX B HEe TarokK.

7.3. Hoctyn x FTP-cepBepy nomxeH ObITh TOJMBKO y KIHMeHTOB ceTr LAN-KJA

8. Hacrpoiite knmuent FTP na PC-KJA.

8.1. Vcranosure I10 Filezilla akryansHON cTaOMIBHONW BEPCUU U TPOBEPHTE
BO3MOXHOCTh MOJKIOUEHUsI K KoprnopatuBHoMy FTP-cepsepy. [ns
yno0OcTBa, co3maiite spibik Filezilla na pabouem cTomne

8.2. ObecneubTe MOHTHUpOBaHHE KopmopaTtuBHOro FTP-xpanunuma na PC-
KJA B manky /opt/ftp/

8.3. MoHTHpOBaHUE JOHKHO BOCCTAaHABIWBATHCS TPU  TEpe3arpyske
BUPTYaJIbHON MAIlIMHBI.

9. O6ecmneunte BeO-unTEepheiic FW-KJA cepruduxarom HTTPS, moamucanabiM
KOPIOPAaTUBHBIM IIEHTPOM CepTHU(UKANNK, 00ECIeUYNBAIOIIUM JOBEPEHHOE
coenuHenue npu odOpamenuu kK FW-KJA no nonnomy u cokpameHHomy DNS-
umenu u [P-aapecy ¢ PC-KJA.

10. O6ecneunTe Bo3MOKHOCTE TokioueHnst K FW-KJA mon nonms3oBarenem admin:
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10.1.mocpenctBoM BeO-uHTEpPEiica ¢ MOJHBIM JOCTYIIOM K HACTPOMKaM;
10.2.mocpenctBoM npotokona SSH ¢ A0CTynoM K BBIIOJHEHUIO KOMaH/I Yyepe3
sudo;
10.3.mpu noakmouenun ¢ komnetorepa PC-KJA  aBtopuzauus SSH nomxna
OCYILECTBIIATHCS MO K04y 0€3 HE00XOAMMOCTH BBOJA IAPOJIS.
11. Hactpouts yaanennsiii noctyn k VDS u RO-KJA no SSH
11.1.Ha cepBepe VDS cepBuc SSH nomxken pyHkmoHupoBaTh Ha opte 2202

11.2.VcrpoiictBo PC-KJA npu BXozae moj Moib30BaTENIEM USEr JTOJKHO UMETh

noctyn k VDS nmoja nmons3oBaTeneM user ¢ ucnosib3oBanuem SSH kirouei,

0e3 HEOOX0IMMOCTH BBOJIA TTAPOJIS.

11.3.Ilonp30Barens user Ha VDS 10KEH MMETh BO3MOKHOCTH BBITTOJHATH

KOMaH bl 4epe3 sudo 6e3 BBoJ1a maposi.

11.4.Tlonkmtouenue k VDS ¢ PC-KJA 10KHO OCYIIECTBISTBCS IO UMEHU

66VDS73

11.5.VerpoiictBo PC-KJA npu BXozae moj Mojib30BaTENEM USEr JTOJKHO UMETh

noctyn k RO-KJA noa mnonw3oBaTeneM USer ¢ ucnosib3oBaHuem SSH

KJTItoUeid, 63 He0OXOUMOCTH BBOJIa IApPOJIS.

12. Jlna xpaHeHusT BaXXHBIX JaHHBIX B cepBep VDS ycraHoBineHo Ba
JOTIOMHUTENbHBIX qucka. Oobeaunute ux B RAID1 ucnonb3ys texnonoruro md
raid. Ha moinyueHHOM pe3epBUPOBAHHOM HOCHUTEIE co3/iaiiTe (pailioByto cucteMy
XFS wu mnomkmounTe pasmen 1mo myTd /opt/mc/data/ nns  manbHeHIiero
UCIIOJIb30BAHMS.

13. Ha VDS pa3Bepnute cepep Minecraft co ciaeayronmmu nmapaMmeTpamu:

13.1.Mms cepsepa: Jun Profi

13.2.0rparndenue Koia-Ba UTPOKOB: 12

13.3.I1opT: 1Mo yMOJTYaHHIO

13.4.TlpoBepka aKKayHTOB ITOJIb30BaTENCH: OTKIIOUYCHA

13.5.CepBep moimkeH OBITH 3amylieH B Buae konTeiHepa Docker

13.6./lanHbie cepBepa AOKHBI XPaHUTHCS 11O Ty TH /opt/mc/data/

13.7.KonteiiHep MODKEH aBTOMATUYECKH 3aIyCKaThCs TMOCIE Tepe3arpy3Ku
KOMIIbIOTEPA.

14. [Tomorute NOCTOSIHHOMY KiIMEHTYy u3 OMCKa MOJATOTOBUTH pabouee MecTo

ClientOMS:
14.1.YcranoBure tlauncher. O0s3aTeIbHO CO3/MAMTE SIPIBIK YCTAHOBJICHHOTO
tlauncher Ha pabodeM cTOJIE TMOJB30BATENs, YTOOBI €My OBLIO yI00HEE
MOJIKJII0YAThCS K Bamemy cepepy.
14.2.Ycranosure OBS mnocnenHel ctabuiabpHON BEPCHUU TTOCPEICTBOM CHCTEMBI
ynpaBieHusi nakeramu Flatpak. OO0si3atenbHO  co3maiite  sIpJIbIK
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yctanoBiaeHHoro OBS Ha paGouem cTose noiabs30BaTeisi, 4ToObl eMy ObLIO
yno0Hee 3amycKkaTh CTpUM Urpbl Ha Baiiem cepsepe.

15. Ha cepBepe SRV-KJA pasepHute cepBep 00JIAUHOTO XpaHEHHsI JAAHHBIX CO
CJIEIYIOLMMU NTapaMeTPaMH:

15.1.®aiinossiit ceprep: NextCloud
15.2.baza ganunbix: PostgreSQL
15.3.Be6 unrepdeiic bI: PgAdmin
I. Homxmrounte PgAdmin x cozmanHomy cepepy b/l ¢ moiHbIM
aJIMHHHACTPATHBHBIM JOCTYIIOM noa M0JIb30BaTENIEM
pgadm@jun.profi
15.4.TTopt NextCloud: 80
15.5.TTopt PgAdmin: 8888
15.6.Bce cepBuCHI JOIKHBI ObITH 3aNyIIEHbI B BUI€ KOHTelHepoB Docker
15.7.Bce  KOHTEWHepbl JIOJDKHBI aBTOMATHUYECKH 3aIlyCKaTbCS — IOCIHE
nepe3arpy3ku KOMIbloTepa
15.8.06ecmneusTe padbotocnocobHOCTh cepBepa NextCloud 1 BO3MOKHOCTH
BXO0/J1a MO/ MOJIb30BaTeNIeM user ¢ mapoJjieM "jun.profi_pass".

16. O6ecneubTe BOZBMOXHOCTH coXpaneHus koHuryparun FW-KJA Ha pa3sepHyToe
xpanunuiie NextCloud B mupexropuio opns-backup, moa mons3oBareneM user
nocpenctBoM BeO-unTepdeiica FW-KJA.

16.1.Hactpoiite aBTOMaTH4YeCKOE COXpaHEHHE KOHPUTYypalu B yKa3aHHOE
pacmoJioKEeHUE Kaxabie 12 MUHYT.

17. OGecrieybTe BO3MOXKHOCTH YAQJICHHBIM COTPYJIHUKAM, MOAKIIOYEHHBIM K
kopriopatuBHOMY VPN-cepBHCy, HCMNOIB30BaTh KOPHOPATUBHOE OO0JaYHOE
XPpaHUITUIIIE.

Moayab X: IIouck ¥ yCTpaHeHHe HeMCIPaBHOCTel

CekpeTHoe 3a1aHue

17



